. NORTHROP GRUMMAN
Problem Resolution Report
NG/CoSD-028

Desktop Engineering Services
Revision 1, July 31, 2008

Date: July 31, 2008

Summary:

In accordance with the provisions of the IT and Telecommunications Service Agreement
dated January 24, 2006 (“the Agreement”) by and between the County of San Diego
(“County”) and Northrop Grumman Information Technology, Inc. (“Northrop Grumman”
or “Contractor”) (hereinafter collectively referred to as “the Parties”) agreement is
reached on the date shown above.

Issue or Problem:

The Parties wish to provide for the inclusion of a labor category and hourly rate for
Desktop Engineer.

Resolution:

1. Section 4, Desktop Services, of the Statement of Work of the Agreement is
amended as shown in Attachment 1 to this PRR-028 to prov1de for a requirement to
provide Additional Desktop Engineering Services.

2. Schedule 16. 1 Fees, Exhibit 16.1-4, Applications Services Labor Categories, is
amended as shown in Attachment 2 to this PRR-028 to prov1de for a category entxtled
“Desktop Engineer.”

3. The pricing for Desktop Engineer is established as shown on Attachment 3 to this
PRR. . :

4, This PRR shall be effective and shall apply to Desktop Engineering work
requested by the County via Work Requests/Integrated Systems Requests as of January 1,
2008.

The resolution of the issue or Problem as described in this Problem Resolution Report
shall govern the Parties’ actions under the Agreement until a formal amendment of the
Agreement is implemented in accordance with the terms of the Agreement, at which time
this Problem Resolution Report shall be deemed superseded and shall be null and void.

All other terms and conditions of the Agreement remain unchanged and the Parties agree
that such terms and conditions set forth in the Agreement shall continue to apply. Unless
otherwise indicated, the terms used herein shall have the same meaning as those given in
the Agreement.
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IN WITNESS WHEREOF, THE Parties hereto, intending to be legally bound, have
executed by their authorized representatives and delivered this Problem Resolution
Report as of the date first written above.

: NORTHROP GRUMMAN INFORMATION
COUNTY OF SAN DIEGO TECHNOLOGY, INC.

oy Wkl Gy EWOH

Name: W (1STon Fl . /‘( oL Name: Randolph Pabst

Title: D < cfon— Title:_Director, Contracts

Date: [{ ;/ | S’/ 202§ Date:__October 21, 2008
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Attachment 1 to PRR-028

DESKTOP SERVICES
4.1.  Desktop Services Overview

This section pertains to the Desktop Services Framework. Desktop
Services consist of Plan, Build, and Operate services related to computing devices and
peripherals (hardware and software) handled directly by End-Users. Contractor shall
provide centralized control of all Desktop Services, including Break-Fix and IMARs

Service Framework
SaekE Standard PC

CWSI/CMS PCs

Components 4

4.2.  Desktop Services High Level Requirements
The following are the key high level requirements:
4.2.1. Contractor shall improve service and support levels

4.2.2. Contractor will provide technology assistance and support to
the County in planning and standard-setting activities

4.23. Contractor shall improve End-User productivity

4.24. Contractor shall standardize hardware and software to the
extent possible

4.2.5. Contractor shall improve asset management and control

4.2.6. Contractor shall improve total cost of ownership

4.2.7. Contractor shall support County’s business initiatives

4.2.8. Contractor shall provide IMAR services for the Desktop
Services Framework

4.2.9. Contractor shall publish all Desktop Services asset standards
on the County Intranet




Attachment 1 to PRR-028

4.3.  Desktop Services Requirements, Roles and Responsibilities

The Contractor shall provide IMAR activities for the Desktop Services
Framework. All IMAR activities require applicable updates to the Contractor’s Asset
Management tracking system. IMAR activities are defined as:

4.3.1.

43.2.

4.33.

434.

4.3.5.

4.3.6.

4.3.7.

Install

Contractor shall provide Install services as follows:

Move

Order and deliver the Desktop Services Framework
asset to the End-User workspace.

Install the Desktop Services Framework asset,
including configuration, setup, and network
connection

Perform all diagnostic testing to ensure Desktop
Services Framework asset functionality

Remove any boxes and/or packing materials

Contractor shall perform Move services as follows:

Add

Provide move services from within a Location or
from Location to Location, for any Desktop Services
Framework asset, which includes disconnecting,
moving and reconnecting asset(s)

Perform all diagnostic testing to ensure Desktop
Services asset functionality

Contractor shall provide Add services as follows:

Remove

Provide upgrade or add hardware or software to
deployed Desktop Services Framework assets

Provide upgrade or add features to requirements of
the Work Request

Modify current configurations to deployed Desktop
Services Framework assets to meet approved
standards
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43.8. Contractor shall perform Remove services as follows:

o Provide Remove services for Desktop Services
Framework assets that are being displaced due to
Work Request, refresh or Break-Fix activity.

4309. Contractor shall provide update or upgrade software services as
follows:
. Use electronic tools for all networked attached

desktop devices to deploy patches, applications,
drivers, operating systems and any other upgrade

. For non-network connected devices the Contractor
will accomplish required updates and changes by
providing the device user with a CD, DVD or an
email containing the wupdate or change. The
Contractor will provide the device user with written
instructions to execute the update or change. Phone
assistance will be provided through the Team help
desk, which will dispatch onsite support for additional
assistance, as required.

43.10.  Desktop Services: Plan, Build and Operate Requirements,
Roles and Responsibilities

The following table identifies the requirements, roles and
responsibilities associated with Plan, Build and Operate services.

Desktop Services: Plan, Build and Operate Requirements,
Roles and Responsibilities

Desktop Services: Plan, Build and Operate Reqmrements, Roles and Responsnbllltles

Plan Requnrements, Roles and Résponsubllltles ; County
1. Recommend and submit hardware and software standards for Desktop X
Services assets
2. Review and approve hardware and software standards for Desktop X
Services assets
3. ldentify, recommend and submit Desktop Services solutions that best X
meet County’s business needs and expense/service level expectations
4. Review and approve Desktop Services solutions and service levels X
5. Perform operational planning for Desktop Services capacity and X
performance purposes
6. Recommend and submit hardware and software deployment/management X
policies and procedures
7. Review and approve hardware and software deployment/management X
policies and procedures
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Desktop Services: Plan, Build and Operate Requirements, Roles and Responsibilities

8. Recommend and submit hardware and software upgrades to Desktop X
Services assets

9. Review and approve hardware and software upgrades to Desktop
Services assets

10. Recommend and submit updates and patches plan to Desktop Services
assets

11. Review and approve updates and patches plan to Desktop Services
assets

12. Update and provide to Contractor a list of County VIPs for use in MASL
prioritization criteria

13. Recommend and submit MASL prioritization criteria based on the list of
County VIPs

14. Review and approve MASL prioritization criteria for County VIPs X

15. Produce and submit preventive maintenance plans consistent with OEM
practices. Plans shall include equipment model and manufacturer,
frequency of PM, and specific actions to be taken such as cleaning,
lubricating, adjusting, inspecting, running diagnostic tests, and replacing all X
parts and components defined by OEM as non-user replaceable or
consumable necessary to keep the equipment functioning within the OEM
specifications

16. Review and approve preventive maintenance plans. X

17. Produce and submit recommendations for “right sizing” printer to X
employee ratios

18. Produce and submit tactical printer refresh strategy to determine the actual X
print need compared to the installed base

19. Provide all design and engineering required to deploy and support X
Desktop Services assets
20. Produce and submit engineering documentation required to deploy and X
support Desktop Services assets
21. Review and approve all engineering documentation required to deploy and X
support Desktop Services assets
22. Ensure Desktop Services solutions are fully integrated with the Help Desk X
Services Framework and asset management processes, including, but not
limited to:

= A shared system and database

= Direct electronic interfaces between the Help Desk agents and field
service technicians

* |ntegrated support processes involving desktop, data center, and
network for remote server and telephone break-fix

23. Provide all test services required to support Desktop Services including X
providing a test laboratory that will develop and verify desktop images, as
well as the support of desktop hardware and components evaluations and
demonstrations
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24,

Perform desktop software (e.g. applications, patch packages) and
hardware functionality and product compatibility testing and development
in the test laboratory environment using tools and procedures that are
specially designed for this purpose (test to include: unit testing, system
integration testing, LAN connectivity testing, load testing, and application
interconnectivity testing)

Desktop Services: Plan, Build and Operate Requirements, Roles and Responsibilities

25.

Develop and document test scripts

x

26.

Regularly monitor vendor websites and other communications for new
application functionality, updates, and new software or hardware

27.

Build/Acquire updates and patches for Desktop Services assets

X

28.

Test updates and patches for Desktop Services assets

29.

Produce and submit deployment plan for updates and patches for Desktop
Service assets

30.

Review and approve the deployment plan for updates and patches for
Desktop Service assets

31.

Produce and submit all build documentation

32.

Review and approve all build documentation

33.

Produce and submit to County all test documentation

34.

Review and approve all test documentation

35.

Produce and submit to County all deployment documentation for Desktop
Services

36.

Review and approve all deployment documentation for Desktop Services

37.

Manage deployment efforts using formal project management tools,
methodologies and standards (e.g., ITIL change and configuration
management practices)

38.

Conduct deployment reviews and provide results to County

39.

Review and approve results of deployment reviews

40.

41.

Physically connect Desktop Services assets to the applicable wall jack

Provide technical support to End-Users for Break-Fix activities

42.

Ensure that desktop technicians have the tools necessary to improve
problem resolution time

43.

Provide priority support for designated County Executives/VIPs

44.

Utilize auto discovery asset management tools to ensure most recent
version of anti-virus software is installed

X [ X X X

45,

46.

Perform routine preventive maintenance according to the County approved
preventative maintenance plans

47.

Regularly review asset data and failure trends and develop plans to review
and proactively repair the equipment

48.

Perform predictive maintenance according to the County approved
proactive repair plans
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Desktop Services: Plan, Build and Operate Requirements, Roles and Responsibilities

49. Provide and maintain hardware and software documentation on desktops
with the core or core + 1 images and provide others online through the
online Web access

4.4. Personal Computing Services

4.4.1. Personal Computing Services Overview

This section pertains to the Personal Computing Services
component within the Desktop Services Framework. The Personal Computing Services
component applies to all hardware and software needed to maintain and support Personal
Computing Services assets. Personal Computing Services consist of activities associated
with the Plan, Build and Operate of Standard PCs, CWS/CMS PCs, CalWin PCs, laptops,
tablets, terminals and core software.

4.42. Personal Computing Services High Level Requirements

4.4.2.1. Contractor shall provide standardization across
the Personal Computing Services component for all
hardware and software.

4.4.2.2. Contractor provided Personal Computing Services
assets will be subject to refresh cycles as specified
below.

4.42.3. Contractor shall maintain currency of core
software deployed within the Personal Computing
Services component.

443, Personal Computing Services Environment
4.4.3.1. Scope of the Environment to be Supported

The following sub-sections further describe and
scope Personal Computing Services elements to be supported by Contractor and with
which Contractor shall comply.

4.43.2. Hardware and Software

County Personal Computing Services assets
include:

. Standard PCs

Standard PCs hardware standards will be
determined yearly and updates to hardware will go into effect at the start of each Contract
Year. For the first Contract Year, the standards will be those in effect with the Legacy
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Provider as of the date of Cutover for this Service Framework. The process to set
Standard PCs hardware standards will be based on recommendations made by the
Contractor and approved in writing by the County. Each model selected for a standard
should be available from the manufacturer for the entire Contract Year.

Each Contract Year, 25% of the Standard PCs will
be refreshed. The refresh will occur over the course of the Contract Year using a straight
line methodology (25% of assets evenly refreshed over 12 months). Hardware and core
software that meet current Contract Year standards (defined on an annual basis during the
preceding Contract Year) will be deployed as part of the refresh process.

. CWS/CMS PCs

The CWS/CMS PCs will comply with County
core software standards. There will be no separate hardware standard setting process
associated with CWS/CMS PCs. With the CWS/CMS PCs being Retained Assets, there
will be no requirement for hardware refresh for this class of Personal Computing Services
assets. The CWS/CMS PCs will be fully maintained and supported by the Contractor.

. CalWin PCs

The CalWin PCs will comply with County core
software standards. There will be no separate hardware standard setting process
associated with CalWin PCs. With the CalWin PCs being Retained Assets, there will be
no requirement for hardware refresh for this class of Personal Computing Services assets.
The CalWin PCs will be fully maintained and supported by the Contractor.

U Laptops

Laptop hardware standards will be determined
yearly and updates to hardware will go into effect at the start of each Contract Year. For
the first Contract Year, the standards will be those in effect with the Legacy Provider as
of the date of Cutover for this Service Framework. The process to set Laptop hardware
standards will be based on recommendations made by the Contractor and approved in
writing by the County. Each model selected for a standard should be available from the
manufacturer for the entire Contract Year.

Each Contract Year, 1/3 of the Laptop assets will
be refreshed. The refresh will occur over the course of the Contract Year using a straight
line methodology (1/3 of assets evenly refreshed over 12 months). Hardware and core
software that meet current Contract Year standards (defined on an annual basis during the
preceding Contract Year) will be deployed as part of refresh process.

. Tablets

Tablet hardware standards will be determined
yearly and updates to hardware will go into effect at the start of each Contract Year. For
the first Contract Year, the standards will be those in effect with the Legacy Provider as




Attachment 1 to PRR-028

of the date of Cutover for this Service Framework. The process to set Tablet hardware
standards will be based on recommendations made by the Contractor and approved in
writing by the County. Each model selected for a standard should be available from the
manufacturer for the entire Contract Year.

Each Contract Year, 1/3 of the Tablet assets will
be refreshed. The refresh will occur over the course of the Contract Year using a straight
line methodology (1/3 of assets evenly refreshed over 12 months). Hardware and core
software that meet current Contract Year standards (defined on an annual basis during the
preceding Contract Year) will be deployed as part of refresh process.

. Terminals

Terminal hardware standards and refresh are not
applicable.

. Core Software

Core software revisions will be reviewed annually
by the County at least 60 days prior to start of new Contract Year and updates will go into
effect at the start of each Contract Year. For the first Contract Year, the standards will
be those in effect with the Legacy Provider as of the date of Cutover for this Service
Framework. All assets in the Personal Computing Services Framework will maintain the
same version of the core software throughout the given Contract Year. If updates are
adopted, these updates will be placed onto all Personal Computing Services assets within
a time frame set by County and agreed to by Contractor. At the County’s request,
Contractor shall recommend updates to the core software standards, for County’s review
and approval. Criteria for selection of a particular software package version upgrade will
include that the software package has been field proven, necessary to the County for
uninterrupted service to its customers, and poses no significant application remediation
risks. The Contractor shall maintain the Core Software to within one version of the most
current release (N-1). Any additions or deletions to the Core Software will be indicated in
the Standards and Procedures Manual.

The Core Software currently includes:

. Microsoft Windows XP
. Microsoft Office 2003
. Microsoft Publisher

- Antivirus software
- WinZip

- Adobe Reader 7.x
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- Internet Explorer 6.x

- Microsoft Windows Media Player

- Macromedia
Player

Attachmate Extra Personal Client
Roxio CD Creator Basic

444, Personal Computing Services

Responsibilities

Requirements,

The following table identifies the requirements, roles and

responsibilities associated with Plan, Build and Operate services.

Personal Computing Services: Plan, Build and Operate
Requirements, Roles and Responsibilities

Plan Requirements, Roles and Responsibilities .

1. Recommend and submit Personal Computing assets hardware standards
on a yearly basis

2. Review and approve Personal Computing assets hardware standards

3. Recommend and submit core software standards for Personal Computing
assets

4. Review and approve core software standards for Personal Computing
assets

5. Recommend and submit core software deployment/management policies
and procedures

6. Review and approve core software deployment/management policies and
procedures

7. Produce and submit yearly Personal Computing asset refresh plan

8. Review and approve yearly Personal Computing asset refresh plan

9. Recommend and submit Personal Computing software
deployment/management policies and procedures

10. Review and approve Personal Computing software deployment/

gement policies and procedures
| uirements, Roles and Responsib

11. Develop core software image for Personal Computing assets based on
approved standards

12. Test standard core software image for Personal Computing assets prior to
deployment based on approved standards

13. Review results of test and approve deployment for the core software
image for Personal Computing assets

Shockwave/Flash

Roles
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Personal Computing Services: Plan, Build and Operate Requirements, Roles and Responsibilities
14.

Deploy approved Personal Computing core software image.

15.

Provide staging services for Personal Computing assets at non-County
Locations

16.

Deploy and manage desktop and laptop hardware and software (e.g.,
operating system, personal productivity and office automation software
and services)

17.

Deploy software (e.g. patches, applications, drivers and operating
systems) using a Contractor provided electronic software distribution tool

18.

Provide a rapid response team during software deployment for assisting
affected End-Users in the event a deployed package adversely affects
End-Users or any systems.

19.

Deploy, manage, communicate and report activities related to Personal
Computing refresh

20.

Review and approve reports for Personal Computing refresh

21.

Develop and provide training related to the implementation of new
products and services

22.

23.

Engineer the core software image and provide any and all version
changes, upgrades, enhancements, and additions to the core software
image, to ensure that the core software image will function properly on the
desktop and the Applications Portfolio

Provide support, including break-fix, for all Personal Computing assets.

24,

Provide IMAR services

25,

Conduct data, End-User profile (e.g., favorites, bookmarks, MS Outlook
profile) and Application migration that is necessary due to any Personal
Computing refresh, IMAR or Break-Fix activity.

26.

Provide support for Personal Computing assets refresh

27.

Purchase, manage, and provide Personal Computing consumables (e.g.,
floppies, CDs) to the County’s employees

28.

Purchase, manage, and provide Personal Computing consumables (e.g.,
floppies, CDs) to the employees of Contractor

29.

Provide core software updates, OIPC software installation and new
software releases for Personal Computing assets

30.

Provide each End-User orientation on operational concepts of the new
Personal Computing asset at time of deployment

31.

Provide and submit End-User tip sheets on such items as log on
procedures, networked drives, system usage, core software, data storage
and other practices that are essential to daily tasks

32.

Review and approve End-User tip sheets prior to deployment

33.

Continually utilize automated asset management tools to identify
unlicensed software on desktops and servers and to pinpoint desktop
devices not running the most recent anti-virus software stipulated County
standards and policies

34.

Provide software license and anti-virus software compliance reports to the
County’s project manager and work to correct any non-compliance




Attachment 1 to PRR-028

4.5. Video Streaming Services
4.5.1. Video Streaming Services Overview

This section pertains to the Video Streaming Services
component within the Desktop Services Framework. The Video Streaming Services
component consists of the process of providing video data or content via a web page to
the County Intranet or the external public. Video Streaming Services consist of activities
associated with the Plan, Build and Operate of the video streaming service.

4.5.2. Video Streaming Services High Level Requirements

4.5.2.1. Contractor shall provide and maintain video
streaming broadcast, at a minimum, of Board of
Supervisors meetings and weddings, over the
Internet to worldwide audiences and to the County
Intranet.

4.52.2. Contractor shall deliver and distribute video
streaming broadcasts in the most efficient means to
deliver high quality video to all End-Users.

4.5.2.3. Contractor shall provide and maintain video
streaming capabilities across the County network.

4.5.3. Video  Streaming Services Requirements, Roles &
Responsibilities

The following table identifies the requirements, roles and
responsibilities associated with Plan, Build and Operate services.

Video Streaming Services: Plan, Build and Operate
Requirements, Roles and Responsibilities

Video Streamlng Services: Plan, Build and Operate Requwements Roles and Responsnbllltles
Operate Reqmrements, Roles and Responsublhtles ‘\ o Contractor 4 County

1. Provide support, including Break-Fix, for Video Streaming Services X

2. Provide and maintain internet video and audio streaming
broadcasts, including broadcasts of Board of Supervisors meetings X
and weddings by County Clerk

3. Provide broadcast feed of County of San Diego Board of
Supervisors meetings to the Cox (or the applicable successor) cable X
television distribution network
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4.6. Video Conferencing Services
4.6.1. Video Conferencing Services Overview

Video Conferencing Services consist of the activities and
functions of providing two-way video transmission between different entities. These
services include call set-up, call co-ordination, full motion display of events and
participants in a bi-directional manner, support for the management of directing the
cameras, ranging from fixed position, to sender directed, to receiver directed, to
automated sound pickup.

4.6.2. Video Conferencing Services High Level Requirements

4.6.2.1. Video Conferencing hardware and setup,
mcluding network connections, will be purchased
via the OIPC

4.6.2.2. Contractor shall provide comprehensive Video
Conferencing Services including all equipment to
County departments.

4.6.2.3. Contractor shall provide point-to-point, meet-me
multipoint and scheduled multipoint room
configuration Video Conferencing Services.

4.6.3. Video Conferencing Services Environment
4.6.3.1. Scope of the Environment to be Supported

The following sub-sections further describe and
scope Video Conferencing Services elements to be supported by Contractor and with
which Contractor shall comply.

4.6.3.2. Hardware and Software

The County uses H.320 and H.323 reference
based video conferencing devices. Video conferencing devices connect directly to the
PBX, PSTN or use private ISDN T1 lines and are configured for point to point or
multipoint sessions.

The hardware and setup will be purchased via the
OIPC. As a purchased, OIPC item, the hardware will not be subject to refresh.

4.6.4. Video Conferencing Services Requirements, Roles &
Responsibilities

The following table identifies the requirements, roles and
responsibilities associated with Plan, Build and Operate services.
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Video Conferencing Services: Plan, Build and Operate
Requirements, Roles and Responsibilities

Video Conferencmg Services: Plan, Build and Operate Requwements Roles and Respon5|b|I|t|es

Plan Requ:rements, Roles and Responsnbxhtles S Contractor COU"‘V?‘"‘

1. Produce and submit plans for new, replacement and upgrades to Vldeo X
Conferencing Services

2. Review and approve plans for new, replacement and upgrades to Video
Conferencing Services

3. Desngn and |mplement new, replacement or upgrades to Vldeo X

Conferencing Services

4. Review and approve design changes and implementation plans to Video X
Conferencing Services

5. Test and deploy approved changes to Video Conferencing Services X

6. Develop and provide training related to the implementation of new X

products and services

7. Provide support, including Break-Fix, for Video Conferencing Services

Provide and support infrastructure services for point-to-point and
multipoint video conferencing

X
Provide IMAR services X
X
X

10. Support existing Video Conferencing assets

4.7. Audio/Video Services
4.7.1. Audio/Video Services Overview

Audio/Video Services consist of activities, equipment and
services associated with the Plan, Build and Operate functions regarding Audio and
Video assets including wiring and cabling. The County will request Audio/Video
Services, when needed, via a Work Request.

4.7.2. Audio/Video Services High Level Requirements

4.7.2.1. Provide support for the existing Audio Services
and upgrades upon request

4.7.2.2. Provide support for the existing Cable television
cable plant and perform upgrades upon request

4.7.3. Audio/Video Services Requirements, Roles & Responsibilities

All requests for service will be handled via a Work Request.
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4.8. Catalog Services
4.8.1. Catalog Services Overview

4.8.1.1. Catalog Services consist of activities associated
with the Plan, Build and Operate of the Optional
Item Pricing Catalog (OIPC)

4.8.1.2. The OIPC contains the hardware and software
items that are approved for use within the County
Desktop Services environment

4.8.1.3. The OIPC will include hardware such as
Blackberries, single or multi-line Telephones,
printers, monitors, keyboards and Video
Conferencing equipment.

4.8.1.4. The OIPC contains the Desktop Applications
Directory (DAD) that has been authorized for use
within the County computing environment. DAD
packages will be fully maintained by the Contractor
which includes, but is not limited to, acquisition of
the software, management of software licenses,
engineering of the software, deployment of the
software, and rights management to the software.
The OIPC DAD will be managed by the County and
will include adding, deleting or updating approved
Applications on the list. Contractor shall update and
publish on a monthly basis the OPIC on the County
Intranet.

4.8.2. Catalog Services High Level Requirements
4.8.2.1. Maintain currency of items in the OIPC

4.8.2.2. The OIPC will be hosted and made available to
County users on a proven table-driven catalog
management system

4.8.2.3. Organize the OIPC to facilitate ordering and
viewing for End-Users

4.8.2.4. Publish the OIPC on an on-line County Portal,
with online help functions, for viewing and ordering

4.8.3. Catalog Services Requirements, Roles and Responsibilities
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The following table identifies the requirements, roles and
responsibilities associated with Plan, Build and Operate services.

Catalog Service: Plan, Build and Operate Requirements, Roles
and Responsibilities

Catalog Services: Plan, Build and Operate Reqmrements, Roles and Respons:bllltles

‘Plan Reqmrements, Roles and Respons:bllmes e : Contractor County

1. Define, add, modify and delete hardware and software items in Optional X
Item Pricing Catalog (OIPC)

2. Produce and submit recommendations for updates to hardware and X
software items in the OIPC

3. Review and approve updates to hardware and software items in the X
OIPC

4. Provide all engineering necessary to ensure functionality of all hardware X
and software items in the OIPC with Personal Computing assets

5. Test all new and updated hardware and software items listed in the X
OIPC prior to deployment

6. Develop and submit a deployment plan for any multi-End-User OIPC X
implementations

7. Review and approve deployment plan for any multi-End-User OIPC X
implementations

8. Publish all new and updated items in the OIPC at the conclusion of the X
engineering activity

9. Authonze |tems to be mcluded in OIPC X

10. Add or modify the DAD listed in the OIPC via a Work Request X
11. Maintain and support, including Break-Fix, all software and hardware in X
the OIPC
12. Provide IMAR services for OIPC items X
13. Maintain and publish on a monthly basis the OiPC X
14. Provide web access and ordering capabilities for the OIPC to all County X
End-Users
15. Provide on-going OIPC user training X
16. Provide End-User orientation on operational concepts of new hardware X
or software installed via order from the OIPC
17. Produce and submit IT training processes and procedures X
18. Review and approve IT training processes and procedures X
19. Produce and submit recommendations for IT training courses X
20. Review and approve IT training courses X
21. Design and deliver IT training courses as requested by a Work Request X

22. Provide IT training courses as requested X
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Catalog Services: Plan, Build and Operate Requirements, Roles and Responsibilities

23. Review new manufacturers’ product posted offerings, verify the currency
of the listed equipment, and maintain the accuracy of the OIPC

4.9. Additional Desktop Engineering Service
49.1. Additional Desktop Engineering Services Overview

Without limiting Contractor’s obligations under the Desktop
Services Framework as set forth in any other Section of the Agreement, the following
Desktop Engineering Services may be requested by the County and provided by
Contractor.

a.  Public kiosk development — This includes the development of unique
scripts and policies for public kiosks as approved by the County

b.  County approved Work that is performed on Desktop hardware that is
not contained in the OIPC and/or is not otherwise provided for in this

Agreement.

¢.  Desktop hardware and/or software pilots approved by the County (i.e.
County requested and approved testing of Desktop hardware and/or
software the County may be interested in deploying and that Contractor
is not otherwise required to test or deploy under any other provision of
the Agreement). If the County elects to include software or hardware
that was associated with pilot runs, into the Agreement, the charges, as
called out in the Agreement (Section 12.2 of Schedule 16.1), applicable
to such items will be offset to the extent the tasks associated with such
charges were accomplished as part of the pilot run.
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EXHIBIT 16.1-4 — APPLICATION AND DESKTOP ENGINEERING
SERVICES LABOR CATEGORIES

COUNTY OF SAN DIEGO IT AND TELECOMMUNICATIONS SERVICE AGREEMENT
PAGE1




Exhibit 16.1-4 — Application Services Labor Categories

1. PROGRAM MANAGER

Description: A Program Manager is responsible for the most complex projects. Complex
projects are defined:

. Labor Costs greater than $1,000,000 (excluding license or hardware costs) or
. Projects so designated by the GITM

This classification manages both internal and external project teams and interacts with
County executives, County department heads, various County staff, and individuals of
similar status from County vendors. This classification must have the ability to establish and
maintain cooperative working relationships; use interdisciplinary teams effectively in the
conduct of the project; speak effectively before large groups; reason logically and creatively
and use a variety of analytical and research techniques to solve complex problems; be
proficient in the use of cost and schedule tools; analyze situations and propose an effective
course of action; analyze data; identify the need for and provide creative thinking related to
complex problems, develop and evaluate alternatives; write thorough, credible, well-
documented reports; work within tight deadlines. The Program Manager has full
responsibility for the project, budget, schedule, project tasks and deliverables and may be the
lead to the County vendors.

Experience: This classification must have a minimum of eight (8) years of broad and
extensive project experience. At least four (4) years of that experience must have been in a
lead capacity.

Education: This classification requires (1) the possession of (i)a baccalaureate or
equivalent university degree and a minimum of 4,500 hours of project management
experience within initiating, planning, executing, controlling, or closing processes within the
last six (6) years, (ii) an associates degree and a minimum of 6,000 hours of project
management experience within initiating, planning, executing, controlling, or closing
processes, or (iii) a high school diploma or equivalent secondary school credential and a
minimum of 7,500 hours of project management experience within initiating, planning,
executing, controlling, or closing processes, and (2) PMP certification or contractor
equivalent.

Work Products: Examples of work products include: Project Plan, Project Proposal,
Statement of Work, Project Status Report, Client Program Review template, CTO review
template, and Lesson Learned Document.

2. PROJECT MANAGER

Description: This classification manages both internal and external project teams and
interacts with County executives, County department heads, various County staff, and
individuals of similar status from a County vendor. This classification must have the ability
to establish and maintain cooperative working relationships; use interdisciplinary teams
effectively in the conduct of the project; speak effectively before large groups; reason
logically and creatively and use a variety of analytical and research techniques to solve
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complex problems; be proficient in the use of cost and schedule tools; analyze situations and
propose an effective course of action; analyze data; identify the need for and provide creative
thinking related to complex problems, develop and evaluate alternatives; write thorough,
credible, well-documented reports; work within tight deadlines. The Project Manager has
full responsibility for the project, budget, schedule, project tasks and deliverables and may be
the lead to the County vendor.

Experience: This classification must have a minimum of five (5) years of broad and
extensive project experience. At least two (2) years of that experience must have been in a
lead capacity.

Education: This classification requires (1) the possession of (i)a baccalaureate or
equivalent university degree and a minimum of 4,500 hours of project management
experience within initiating, planning, executing, controlling, or closing processes within the
last six (6) years, (ii) an associates degree and a minimum of 6,000 hours of project
management experience within initiating, planning, executing, controlling, or closing
processes, or (iil) a high school diploma or equivalent secondary school credential and a
minimum of 7,500 hours of project management experience within initiating, planning,
executing, controlling, or closing processes; and (2) PMP certification or contractors
equivalent.

Work Products: Examples of work products include: Project Plan, Project Proposal,
Statement of Work, Project Status Report, Client Program Review template, CTO review
template, and Lesson Learned Document.

3. SYSTEMS ANALYST

Description: A Systems Analyst performs the elicitation, documentation, and analysis of
requirements for the development, installation, implementation, procurement, or support of
custom developed systems or third party developed systems. This classification must be able
to analyze data and business processes, identify and solve problems, reason logically and
draw valid conclusions; apply creative thinking in the design of methods of processing data;
establish and maintain effective working relationships with others; communicate effectively
verbally and in writing. The Systems Analyst will have general domain understanding of the
overall County business and the specific department function.

Specific activities performed will include:

o Participates as an active participant in work groups and work sessions with business
and technical representatives;

. Assists clients in articulating and defining their business requirements;

o Provide documentation of the business requirements;

. Utilizes experience in development methodologies, documentation and industry
standards to define and develop business requirements and functional specifications;
and
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J Perform Business Risk Assessment analysis and support Project Manager in
determining Project Risk and Risk Mitigation.

Experience: This classification must have a minimum of six (6) years experience in working
on software application development projects. At least three (3) years of that experience
must have been associated with application requirements management.

Education: This classification requires the possession of a (1) baccalaureate or equivalent
university degree in management information systems, (2) associates degree with two (2)
additional years experience in software development, or (3) high school diploma with four
(4) additional years experience in software development.

Work Products: Examples of work products include: Requirements Document, Project
Proposal, Requirements Traceability matrix, and Risk Management Plan.

4. SENIOR APPLICATION DEVELOPER

Description: A Senior Application Developer acts in a lead capacity on the most complex
applications, and/or on the most complex data processing problems and can work
independently.

A Senior Applications Developer has experience in electronic data processing systems study,
design, and programming. This classification must have knowledge of electronic computer
programming; electronic data processing equipment and its capabilities; principles and
techniques of studying work processes for new or revised electronic computer applications;
principles of designing methods of processing data; technical report writing; statistical
methods. This classification must have the ability to write complex programs and develop
detailed program specifications; analyze data and situations, reason logically and creatively,
identify problems, draw valid conclusions, and develop effective solutions; apply creative
thinking in the design and development of methods of processing data with electronic
computers; establish and maintain cooperative working relationships with those contacted in
the course of the work; speak and write effectively and prepare effective reports.

Experience: This classification must have a minimum of eight (8) years experience in
working on software development projects.

Education: This classification requires the possession of (1) a baccalaureate or equivalent
university degree in management information systems or computer science, (2) an associates
degree with two (2) additional years experience in software development, or (3)a high
school diploma with four (4) additional years experience in software development.

Work Products: Examples of work products include: Unit Test Plan, Computer Programs,
Software Configuration Item List, and Root Cause Analysis Form.
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5. APPLICATION DEVELOPER

Description: An Application Developer acts under general supervision, and can act in a lead
capacity on application assignments, and/or on complex data processing problems and can
work independently. An Application Programmer has experience in electronic data
processing systems study, design, and programming. This classification must have
knowledge of electronic computer programming; electronic data processing equipment and
its capabilities; principles and techniques of studying work processes for new or revised
electronic computer applications; principles of designing methods of processing data;
technical report writing; statistical methods. This classification must have the ability to write
complex programs and develop detailed program specifications; analyze data and situations,
reason logically and creatively, identify problems, draw valid conclusions, and develop
effective solutions; apply creative thinking in the design and development of methods of
processing data with electronic computers; establish and maintain cooperative working
relationships with those contacted in the course of the work; speak and write effectively and
prepare effective reports.

Experience: This classification must have a minimum of 3.5 years experience in working on
software development projects. At least two (2) years of that experience must be in a single
language unless technology precludes it.

Education: This classification requires the possession of (1) a baccalaureate or equivalent
university degree in management information systems or computer science, (2) an associates
degree with two (2) additional years experience in software development, or (3) a high
school diploma with four (4) additional years experience in software development.

Work Products: Examples of work products include: Unit Test Plan, Computer Programs,
Software Configuration Item List, and Root Cause Analysis Form.

6. APPLICATION DEVELOPER—ADVANCED TECHNOLOGY

Description:  An Application Developer—Advanced Technology acts under general
supervision, and can act in a lead capacity on application assignments, and/or on complex
data processing problems and can work independently. This classification must have the
minimum technical experience described in Table 2, or the then current version of Table 2 as
updated annually by mutual agreement of County and Contractor. An Application
Developer—Advanced Technology has experience in electronic data processing systems
study, design, and programming. This classification must have knowledge of electronic
computer programming; electronic data processing equipment and its capabilities; principles
and techniques of studying work processes for new or revised electronic computer
applications; principles of designing methods of processing data; technical report writing;
statistical methods. This classification must have the ability to write complex programs and
develop detailed program specifications; analyze data and situations, reason logically and
creatively, identify problems, draw valid conclusions, and develop effective solutions; apply
creative thinking in the design and development of methods of processing data with
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electronic computers; establish and maintain cooperative working relationships with those
contacted in the course of the work; speak and write effectively and prepare effective reports.

Experience: This classification must have a minimum of five (5) years experience in
working on software development projects. At least four (4) years of that experience must be
in a single language, development environment, or ERP application functionality identified
in Table 2.

Education: This classification requires the possession of (1) a baccalaureate or equivalent
university degree in management information systems or computer science, (2) an associates
degree with two (2) additional years experience in software development, or (3) a high
school diploma with four (4) additional years experience in software development.

Work Products: Examples of work products include: Unit Test Plan, Computer Programs,
Software Configuration Item List, and Root Cause Analysis Form.

Table 2 Technical Experience (minimum 1 technology)

ORACLE DEVELOPER | PEOPLETOOLS | ERP (L.E,, ORACLE OR PEOPLESOFT) APPLICATION
SurtE - S FUNCTIONALITY :

C#NET J2EE/JAVA Documentum

7. WEB DESIGNER

Description: A Web Designer acts under general supervision, and can act in a lead capacity
on application assignments, and/or on complex data processing problems and can work
independently. A Web Designer designs and builds web sites using a variety of graphics
software applications, techniques, and tools. Designs and develops user interface features,
site animation, graphics, and special effects elements. Contributes to the design efforts to
enhance the look and feel of the organization’s on-line offerings and is considered proficient
in graphic design elements and the presentation of content. Designs the website to support
the organization’s strategies and goals relative to web communications. Requires
understanding of web-based technologies and thorough knowledge of HTML, Photoshop,
Illustrator, and/or other design related applications.

Experience: This classification must have a minimum of two (2) years experience in
working on software development projects. At least one (1) year of that experience must be
in web design.

Education: This classification requires the possession of (1) a baccalaureate or equivalent
university degree in management information systems or computer science, (2) an associated
degree with two (2) additional years experience in software development, or (3)a high
school diploma with four (4) additional years experience in software development.

Work Products: Examples of work products include: Unit Test Plan, Computer Programs,
Software Configuration Item List, Graphics, and Animation.
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8. APPLICATION ARCHITECT

Description: An Application Architect provides technical direction to projects/tasks and is
responsible for end-to-end system design. The Application Architect develops,
communicates, maintains, and enforces the overall architecture of the information
system-applications, data, and technical infrastructure. The system architect knows what the
system pieces are and how they fit together. The Application Architect:

. Has a thorough understanding of business process design techniques and participates
in the high-level business process design;

. Is a master of application architecture and leads the application architecture
definition;

. Has a thorough understanding of entity modeling and participates actively in high-
level entity modeling activities;

J Has a thorough understanding of platform architectures and network architectures
(sizes hardware, determines platforms);

. Assess performance, tuning and capacity requirements to determine key technology
decisions;

. Is responsible for the interrelated architectures of the computer system, that is, the

integrity of design, communications, interfaces between application subsystems, and
supporting databases;

. Oversees the activities of the Database Administrator and the Software Configuration
Analyst;

. Has primary responsibility for all aspects of Architectural Engineering;

. Thoroughly understands testing and participates in the broader levels of test planning;
and

. Ensures effective SCM across applications.

Experience: This classification must have a minimum of seven (7) years experience
working on software development projects. At least three (3) years of that experience must
be in end-to-end system design, modeling, and tuning.

Education: This classification requires the possession of (1) a baccalaureate or equivalent
university degree or certificate in management information systems or computer science,
(2) an associates degree with two (2) additional years experience in software development, or
(3) a high school diploma with four (4) additional years experience in software development.

Work Products: Examples of work products include: Conceptual Architecture Diagram,
Interface Design Document, System Architecture Study, Vendor Requirements
Questionnaire, and Engineering Documents.

9, DATABASE ADMINISTRATOR

Description: A Database Administrator configures the Database Management System
(DBMS) software, installs and configures the application database, defines file organization
and indexing methods, and implements security procedures for specific user applications.
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The Database Administrator provides technical knowledge/expertise in the use of the
DBMSs and provides table structure design, backup/restore/recovery processes and
procedures, performance analysis and tuning, datafile sizing, upgrade/patch support,
allocating storage, table space allocation, user account management, and may generate SQL
scripts against the production/test/development databases to verify data.

Experience: This classification must have a minimum of six (6) years experience working
as a Database Administrator.

Education: This classification requires the possession of (1) a baccalaureate or equivalent
university degree or certificate in management information systems or computer science,
(2) an associates degree with two (2) additional years experience in software development, or
(3) a high school diploma with four (4) additional years experience in software development.

Work Products: Examples of work products include: Entity Relationship Diagram, and
Data Backup Plan.

10.  DESKTOP ENGINEER

Description: A Desktop Engineer develops, tests and implements changes or additions to
the Desktop infrastructure used in delivery of the Desktop Services as described in Section
4.9.1 of Schedule 4.3.

Experience: This classification must have a minimum of four (4) years experience working
as an Desktop Engineer.

Education: Microsoft Certified Systems Engineer certification.

END OF SCHEDULE
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